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Agents Now Talk to Your Cloud.

Tools like Claude Code, GPT-5.2, and a growing ecosystem of cloud MCP (Model Context
Protocol) servers mean that Al agents can now directly connect to your AWS, GCP, or Azure
environment. They can list your EC2 instances, query your RDS databases, inspect your S3
buckets, and even make changes, all via natural language prompting.

An engineer with Claude Code and an AWS MCP server can ask which EC2 instances are
running in us-east-1 and get a fast, accurate answer from their real environment; they can
describe instances, check security groups, pull CloudWatch metrics, and mroe. Al is no longer
flying completely blind on cloud infrastructure.

So, why use CloudGo.ai? If Claude can already see your infrastructure through MCP, what's
the value of a dedicated infrastructure intelligence platform? That's exactly the question this
document answers. We ran a controlled comparison to show in output quality was striking — not
because of any limitation in the Al model, but because of a fundamental difference between ad-
hoc access and deep intelligence.

Access vs. Intelligence: The Core Distinction

MCP servers give Al models access to your cloud, while CloudGo.ai gives them big-picture
understanding; these integrations have fundamentally different use cases.

Al Agents With Cloud MCP Servers

When you connect Claude Code or a similar agent to a cloud MCP server and ask it to optimize
your infrastructure, it does something like this:

1. Generates API calls on the fly | It decides which AWS APIs to query based on your prompt
and its general cloud knowledge.

2. Explores one resource at a time | It might list EC2 instances, then check a few CloudWatch
metrics, then look at some security groups, building a partial picture iteratively.

3. Reasons on what it happens to find | Its recommendations are bounded by whatever it
managed to discover during that session.

This is impressive and useful for targeted tasks, e.g. "check if this security group is too open" or
"what's the CPU on my production database?", but for big-picture planning (cost optimization,
security audits, compliance readiness, migration planning), it has critical blind spots.
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What CloudGo.ai Does Differently

Capability How It Works

Focused Deep Scanning

Persistent Infrastructure
Tracking

Preconfigured + Adaptive
Security Auditing

Connects via CLI and runs comprehensive, preconfigured scans across your
entire cloud environment — not ad-hoc API calls, but structured sweeps
designed to surface what matters.

Maintains a living map of your infrastructure over time, so it can detect drift,
track changes, and show trends — not just a snapshot from this session.

Runs established security benchmarks (CIS, SOC 2, PCI-DSS) out of the
box, plus adaptive checks that learn from your specific environment.

Cross-references findings against an extensive, curated library of best
practices, runbooks, and optimization patterns for AWS, GCP, and Azure —
not general LLM training data.

Best Practice Knowledge
Base

Ingest your own internal documentation, runbooks, and architecture decisions
into a custom vector database, so recommendations account for your team's
specific context and constraints.

Company Documentation
Integration

Compressed
Infrastructure Context

Produces a structured, optimized output designed to maximize Al reasoning
— not raw API responses, but a map purpose-built for LLM consumption.

The result: when an Al assistant receives CloudGo.ai's output instead of making its own ad-hoc
API calls, it's reasoning over a complete, structured, best-practice-annotated map of your
infrastructure and not just a patchwork of whatever it happened to catch in a query.

The Experiment

To illustrate this gap concretely, we ran a controlled comparison using a realistic scenario.

Scenario: Glancedash

Company: Mid-stage B2B SaaS — $8M ARR, 50 employees

Cloud: AWS — ~40 services across EC2, RDS, Lambda, S3, ECS, plus legacy
infrastructure

Problem: AWS bill at $45K/month, leadership wants 25%+ reduction
Deadline: SOC 2 Type Il audit in 3 months
Complication: Legacy infrastructure they've lost visibility into

We gave Claude (Opus 4.6) the same natural language request in both rounds. The prompt,
model, and ask were identical; the only variable was the infrastructure context available to
Claude.
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The Common Prompt:

"I'm the lead engineer at a mid-stage B2B SaaS company (~$8M ARR, 50 employees) running on
AWS. We have roughly 40 services spanning EC2, RDS, Lambda, S3, and ECS, plus some legacy
infrastructure we've honestly lost visibility into. We're growing fast but our AWS bill has ballooned to
~$45K/month and leadership wants me to cut cloud costs by at least 25%. On top of that, we have a
SOC 2 Type Il audit coming up in 3 months and | know our security posture has gaps. Where do |
start? Can you give me a concrete, prioritized action plan covering both cost optimization and
security hardening, with specific services and configurations to look at?"

Round 1: Claude Without Infrastructure Intelligence

What Claude Produced

Claude delivered a 5-phase, 12-week plan covering visibility, cost optimization, security
hardening, structural savings, and governance. It was comprehensive, well-organized, and
technically sound. Here's a representative sample of its recommendations:

Area What Claude Recommended The Limitation
"Right-size EC2 instances. Pull 14 days of Statistically accurate, but doesn't
. CloudWatch CPU/memory metrics... B2B SaaS know which instances, how
Cost: EC2 ; ) .
companies at your scale are typically over- oversized, or what to change them
provisioned by 30-50%." to.
"Check for Multi-AZ on non-production databases, All good things to check. But: which
Cost: RDS oversized instance classes, and low-utilization databases? Are they actually
read replicas." oversized? Is there a read replica?

Solid practice. Doesn't know bucket
names, sizes, access patterns, or
which already have lifecycle
policies.

"Implement Intelligent-Tiering for any buckets
Cost: S3 without access pattern predictability. Check for
incomplete multipart uploads."

Right process. Doesn't know a
former contractor's admin-access
role has been sitting unused for 8

"Generate a credential report and Kill every
Security: IAM unused access key... Review IAM policies for *
resource permissions."

months.
Securitv: "Enable VPC Flow Logs on production VPCs... Good SOC 2 advice. Has no idea
y: Check for any EC2 instances with public IPs that SSH is open to the entire internet
Network p " i i
don't need them. on 4 production servers right now.
. e . o Industry-average range. Not
Sav.mgs $33 3"5K/month ($10-12K savings) within 8 derived from any actual utilization
Estimate weeks
data.
Verdict:

Claude produced an excellent consulting-grade framework — the kind of plan a strong cloud
architect would outline in a first discovery meeting. But every recommendation starts with "check
for," "look at," or "review." It described a process to follow, not a solution to implement; the
engineer still needs to go discover everything before any action can be taken.
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Round 2: Claude With CloudGo.ai

Setup: Before asking Claude, the engineer connected CloudGo.ai to their AWS environment
and ran a deep infrastructure scan. CloudGo scanned all services across all active regions,
analyzed 30 days of utilization data, ran preconfigured security audits against CIS and SOC 2
benchmarks, cross-referenced findings against its best-practice knowledge base, and produced
a structured infrastructure map. That context was provided alongside the same prompt.

What CloudGo.ai Surfaced (Simplified Excerpt)

CloudGo's scan produced a comprehensive map covering 14 EC2 instances with 30-day
utilization, 23 Lambda functions with memory allocation vs. usage, 3 ECS services, 4 RDS
databases, 18 S3 buckets with access patterns, full networking topology, IAM roles with
credential ages, and compliance gap analysis. Key findings included:

Resource CloudGo Finding

3x m5.2xlarge at 11.4% avg CPU, 28% memory over 30 days — 3—-5x

EC2: "api-prod-1/2/3 over-provisioned

RDS: "glancedash-prod-

read1" Read replica averaging 3 connections, <50 queries/hr — functionally idle

S3: "glancedash-client- PUBLIC READ ACL enabled on 12,400 objects — critical data exposure

exports"
IAM: "LegacyDeployRole" AdministratorAccess policy, last used 8 months ago by former contractor
NAT Gateway (us-west-2) Processing 0.4GB/month at ~$1,800/month — 4,500x cost-to-usage ratio

Security Group: sg-

0a3f7b22 SSH (port 22) from 0.0.0.0/0 attached to 4 production instances

CloudTrail off in 2/3 active regions; GuardDuty, Config, Security Hub all

Monitoring Gaps disabled

3x t2.micro on EOL Amazon Linux 1 (since Dec 2023), last deployed 14+

Legacy Fleet months ago
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What Claude Produced With This Context

With CloudGo's infrastructure intelligence, Claude produced a 3-wave action plan with named
resources, specific configuration changes, per-item dollar savings, 13 severity-ranked security
findings mapped to SOC 2 Trust Services Criteria, and a week-by-week execution sequence. It
also generated a ready-to-use Word document the engineer could share with leadership.

Area What Claude Recommended

"Downsize 3x mb.2xlarge to mb.large. At 11.4% avg
CPU and 28% memory, mb.large provides ample
headroom. Validate with 1 instance first, then rolling
update. Savings: ~$1,890/mo."

Cost: EC2

"Eliminate glancedash-prod-read1 — averages 3
connections and <50 queries/hr. Redirect to primary
(at 22% CPU, plenty of capacity). Savings:
~$1,400/mo."

Cost: RDS

"NAT Gateway in us-west-2 processing
0.4GB/month for 2 legacy instances, costing
~$1,800/month. Replace with t3.nano NAT instance
or rearchitect. Savings: ~$1,700/mo."

Cost: NAT

"Delete LegacyDeployRole — AdministratorAccess,
last used 8 months ago by former contractor. Audit
CloudTrail for AssumeRole events first. CRITICAL
— SOC 2 blocker."

Security:
IAM

"Remove public read ACL on glancedash-client-
exports immediately. 12,400 objects exposed. Add
explicit deny policy. Enable S3 Block Public Access
at account level. CRITICAL."

Security: S3

"$12,050-$14,700/month (27-33% reduction)" with
per-item breakdown across 11 optimization
categories

Savings
Estimate

Verdict:

The Difference

Named instances, target sizes,
utilization-backed rationale, rollout
strategy, dollar savings.

Specific replica named, usage data
proves safe removal, impact
quantified.

Identified a $1,700/mo win on a
resource that would require 5+
MCP calls to even discover.

Named the role, its policy, who
used it, when, severity, and
remediation steps.

Named the bucket, quantified the
exposure, severity-ranked it, gave
the fix.

Bottom-up estimate built from
actual resource utilization, not
industry averages.

Same model, same prompt, but Claude went from describing a process to delivering a plan. The

output was immediately actionable; an engineer could begin executing Wave 1 security fixes
within the hour. The plan included a SOC 2 readiness checklist mapped to Trust Services
Criteria, a cost-savings table with per-item estimates, and a week-by-week execution sequence.
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Side-by-Side Comparison

Dimension Without CloudGo.ai With CloudGo.ai

. . . Named resources with instance IDs,
Generic best practices applicable to

Specificity . . . utilization percentages, and specific
any AWS environment of similar size configuration targets
Actionability Check for X" — requires hours/days of "Change X to Y" — engineer can start

discovery before any action executing within the hour

Bottom-up per-resource analysis

Industry-average range ($10-12K), top- ($12,050-$14,700) with 11-category

Cost Estimates

L line-item breakdown
Security Findings Checklist of areas to audit (IAM, S3, 13 specific findings, severity-ranked, 4
y 9 VPC, encryption) named as critical SOC 2 blockers

Findings mapped to specific Trust
Services Criteria (CC6.1, CC6.3,
CC7.2, etc.) with status tracking

General SOC 2 guidance ("auditors will

Compliance Mapping want to see...")

Time to First Action Hour.s to (l:iays — discovery work M|nutles — 9r|t|cal security fixes can
required first start immediately
. . Full multi-region scan: 14 EC2, 23
Infrastructure Whatever the engineer described + Lambda, 4 RDS, 18 S3, networking,
Coverage general assumptions

IAM, monitoring

Why MCP Alone Isn't Enough

MCP servers are a major leap forward for Al-assisted cloud management, and we use them
ourselves; CloudGo.ai is designed to work alongside MCP-equipped agents, not replace them.
MCP is excellent for implementation: executing changes, running commands, deploying
configurations. Where it falls short is planning. Here's why an Al agent with cloud MCP servers,
no matter how capable the model, cannot replicate what CloudGo.ai produces:

1. Ad-Hoc Exploration vs. Structured Deep Scanning

An MCP-equipped agent explores your cloud the way a new engineer would on their first day:
one query at a time, deciding what to look at next based on what it just found. It simply doesn't
know what it doesn't know.

CloudGo.ai runs preconfigured scan profiles that systematically sweep your entire environment
— every region, every service, every resource — using scan patterns refined across thousands
of cloud environments. It doesn't explore; it audits. The difference is coverage: an ad-hoc agent
might check your EC2 instances and RDS databases but miss the NAT Gateway in us-west-2
burning $1,800/month for 0.4GB of traffic. CloudGo's scan catches it because it's designed to
look everywhere, not just where the model thinks to look.

2. Session Snapshots vs. Persistent Tracking

Every MCP session starts from zero. The agent has no memory of your infrastructure from
yesterday, last week, or last quarter. It can't tell you that a resource was added three weeks ago
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and has been idle since, or that your costs have been trending up 8% month-over-month, or that
a security group was loosened during a deploy and never tightened back.

CloudGo.ai maintains a persistent, evolving map of your infrastructure. It tracks changes over
time, detects drift from your baseline configurations, and surfaces trends that single-session
snapshots cannot. When it tells you a read replica is averaging 3 connections, that's based on
30 days of continuous data — not a point-in-time describe-instances call.

3. General LLM Knowledge vs. Curated Best Practices

When an Al agent finds an issue through MCP, it reasons about it using its general training
data. That's broad knowledge, but it's also stale (months to years behind current best practices),
unstructured, and not validated against real-world outcomes.

CloudGo.ai's recommendations are backed by a continuously updated knowledge base of cloud
best practices, runbooks, and optimization patterns specific to AWS, GCP, and Azure. When it
flags your gp2 volumes and recommends gp3, it's not because the model generally knows gp3
is newer, so it's referencing current pricing, IOPS baselines, and validated migration patterns
from its knowledge base.

4. Generic Compliance vs. Framework-Mapped Auditing

An Al agent can tell you that SOC 2 requires encryption at rest and access logging, as that's in
its training data. But it can't systematically check every resource in your environment against
every relevant Trust Services Criteria control and produce a compliance-ready report.

CloudGo.ai runs preconfigured compliance audits that map findings directly to framework-
specific controls (CIS Benchmarks, SOC 2 TSC, PCI-DSS). The 13 security findings in our test
weren't just "things that look wrong", they were systematically identified gaps, severity-ranked,
and mapped to the specific compliance categories an auditor will evaluate.

5. No Organizational Context vs. Full Documentation Integration

Perhaps the most overlooked gap: an MCP-equipped agent knows nothing about your team's
decisions, constraints, and internal documentation. It doesn't know that your legacy-cron
instances are still running because they support an integration with a key client's on-prem
system that can't be moved until Q3. It doesn't know your team decided to keep us-west-2 as a
warm DR region. Without that context, recommendations can be technically correct but
operationally wrong.

CloudGo.ai's multimodal semantic database allows you to upload internal documentation,
architecture decision records, runbooks, and operational constraints. This context is synthesized
alongside the infrastructure scan, so recommendations respect your organization's specific
reality, and not just cloud best practices in a vacuum.
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The Ideal Workflow: CloudGo.ai Plans, Al Agents Execute.

CloudGo.ai doesn't replace your Al coding agents: it makes them dramatically more effective.
The optimal workflow combines both:

Step 1: CloudGo.ai scans your environment and produces a comprehensive infrastructure
map with prioritized findings.

Step 2: Feed that context to your preferred Al assistant (Claude, GPT-5.2, or any other) for
detailed planning and analysis.

Step 3: Use Al agents with cloud MCP servers to execute the plan — now they know
exactly what to change, why, and in what order.

Key Takeaways

1. MCP servers are powerful yet insufficient for planning. Cloud MCP servers give Al agents
real-time access to your infrastructure. That's a huge step forward for implementation. But ad-
hoc API exploration cannot replace systematic scanning, persistent tracking, and best-practice
cross-referencing for planning and analysis.

2. The bottleneck isn't Al capability, it's infrastructure intelligence. Claude Opus 4.6 produced a
dramatically better plan when it had CloudGo.ai's context. Same model, same reasoning power.
The only difference was the quality of the input.

3. CloudGo.ai found $12,050-$14,700/month that ad-hoc exploration would miss. From a near-
idle NAT Gateway ($1,700/mo) to an abandoned read replica ($1,400/mo) to 3—-5x over-
provisioned API servers ($1,890/mo), systematic scanning surfaces savings that one-off queries
don't.

4. Security auditing requires systematic coverage, not spot-checking. CloudGo.ai identified 13
security findings including 4 critical SOC 2 blockers. An MCP agent might find some of these,
but "might" isn't a compliance strategy.

5. CloudGo.ai makes every Al tool you already use better. Whether you work with Claude Code,
GPT-5.2, Cursor, or any other Al assistant, CloudGo's infrastructure intelligence means it's
reasoning over real, comprehensive, best-practice-annotated data instead of whatever it
manages to query in a session.

See What Your Agents Are Missing

Connect your AWS, GCP, or Azure environment in under 5 minutes.




